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UCL Professional Services Careers Framework

- Information Technology

The Professional Services staff population at UCL work across the University, based either in centralised
roles or locally in Faculties, Departments and Divisions. This group encompasses an extraordinary range
of talent, skills and experience. The UCL Professional Services Careers Framework is designed to help
staff to have better career conversations, plan meaningful development, and to experience fulfilling
careers. This supports our long-range strategy, UCL 2034, and UCL’s commitment to valuing staff.

For information on Career Frameworks and Pathways in other areas in UCL please search for ‘Career
Pathways’ on the UCL website.

The Framework provides the following information within each job family:
 Core experience at professional levels within job families.
 Transferable skills associated with each professional level.
» Development activities that may support vertical and lateral career progression.

« UCL Ways of Working - behaviours linked to success at professional levels throughout the
organisation.

The UCL Professional Services Careers Framework should not be considered as an exhaustive resource, or
as a guarantee of progression along any defined career pathway, but rather as a tool to support you to
consider, discuss and plan your career and development at UCL.






The framework is organised in the
following categories:

Job Families

A job family represents a group of jobs that have
similar professional characteristics. Although

the level of responsibility will differ, the essential
nature of activities carried out is consistent
across the job family and there is a reasonable
expectation that people would progress within
the job family between levels.

This framework covers the seven main job
families in Information Technology at UCL.

1. Strategy and Architecture
. Change and Delivery

. Development and Test
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4. Service and Operations

5. Business Relationship Management
6

. Information Security

7. Learning and Media Technologists

A single job family tends to represent an area
of specialist expertise, described at different
role levels. Many job roles within Information
Technology, combine more than one of the
Information Technology job families, meaning
that the role holder has expertise in more than
of the Information Technology specialisms.

In using this framework for thinking about

your development, consider how your role

is reflected in one or a combination of the

job families, and how you would like to build
your career going forward. Consider where
you would like to focus your energies in
building experience in your area of interest
and potentially increasing your specialisation
within a certain job family. Use the information in
the framework relating to development and
transferable skills to support your thinking.

Personal and Professional Development

The Careers Framework highlights three ways

in which Professional Services staff can actively
develop their personal and professional skills:

1. Learning on the job

2. Learning from others (through
observing and interacting with other
people or groups)

3. Formal learning (classroom based).
These are derived from workplace learning

theory that suggests:

“The odds are that development will be
about 70% from on-the-job experiences -
working on tasks and problems; about 20%
from feedback and working around good and
bad examples of the need; and 10% from
courses and reading.”

Lombardo and Eichinger, 1996.

The Professional Services Careers Framework
points to relevant learning and development

suggestions to reach the level at which they are
displayed. For example, information displayed at



UCL Professional
Services Careers
Framework

Information Technology

Transferable Skills

The Transferable Skills Framework supports a
flexible professional approach to career planning
through highlighting abilities, attributes and
behaviours that underpin effective performance.
They give a preliminary basis for identifying
where






Strategy and
Architecture

Transferable
skills and
competencies

ANALYSING

CREATING AND

INNOVATING

APPLYING EXPERTISE

AND TECHNOLOGY

(See pages 52-53)

Solution Architecture,Technical/Team Leadership, Senior Analysis/Development,

Senior Systems Administration

Experiences

Activities and responsibilities likely to be required when working at this level

System design for specialist technology; creation of high-level design (HLD) and low-level design (LLD) documents
for IT services; subject matter expert (SME); responsibility for the operational management of IT service; technical
project management; contributing to, and possibly leading on the strategic direction of IT Services(s); providing
technical project management support; budgetary responsibility; attending and contributing to technical design

authorities (TDA); contributing to Business as Usual (BAU) team strategies

Personal and professional development

Development options to consider when working towards this level

Learning on the job

Understanding system problems
and resolving problems identified;
looking for service improvement
opportunities; suggesting new
technical approaches, making
changes to existing processes
and system configuration.

keeping up to date with external
change; looking for secondment
opportunities.

UCL Ways of Working

Learning from others

Attending and contributing to
architecture and design working
groups; becoming an expert

in a Community of Practice
(CoP); becoming a member of a
project team; providing technical
leadership support to colleagues;
assisting others with problem
solving issues; conference
attendance.

Formal learning
Appro(r)5(0)41V


http://www.ucl.ac.uk/human-resources/policies-advice/ways-working/



http://www.ucl.ac.uk/human-resources/policies-advice/ways-working/

Change
and Delivery

Job family: Change and Delivery

Change and Delivery is about executing on strategy, translating the big picture and objectives

into something tangible and ensure that valuable outcomes are delivered safely, frequently and
iteratively into the hands of the users and stakeholders across UCL. Those within Change and
Delivery roles work cross-functionally with others across ISD and the broader University and foster an
environment of collaboration and innovation across their teams.

People working in Change and Transformation are change champions and are passionate about
driving through improvements. They have adaptable skillsets and aim to be a step ahead of the rest of
their team to ensure delivery success. They are also advocates for promoting agile behaviours and
principles and strive to coach and support others in adopting modern delivery techniques. This area is
a broad and vibrant environment in which to learn and develop, offering varied work and opportunities

10



Change
and Delivery

Level: Developing/Skilled

Change and Delivery Grade 6

Typical role: Delivery Support Assistance

Transferable
skills and
competencies

PLANNING AND
ORGANISING

PRESENTING AND
COMMUNICATING
INFORMATION

WORKING WITH PEOPLE

(See pages 52-53)

UCL Ways of Working
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Change
and Delivery

Level: Independent

Change and Delivery Grade 7

Typical Roles: Delivery Support, PMO
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Change
and Delivery

Agile Delivery Management, Business Analysis, Delivery Support Management,
Project Management, Senior PMO Analysis

Transferable

Experiences
Activities and responsibilities likely to be required when working at this level

At grade 8 you are an advanced change and delivery professional. You can anticipate and resolve complex and
critical issues and are adept at bringing others together in a collaborative manner. You can translate complex
concepts and proactively identify risks and dependencies. Grade 8 roles will motivate and influence others,
providing leadership to the teams you work with and develop and manage mature relationships with a variety of
stakeholders across UCL. You communicate clearly in both written and verbal formats, able to write compelling
proposals and papers and present confidently to others. You are a skilled facilitator and can design and facilitate
high quality meetings and workshops. You will also be able to plan and manage budgets and manage suppliers /
3rd party activities to deliver as appropriate.

Agile Delivery/Delivery Support/Project Management; Inspire and lead a cross-functional team to deliver value
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Change
and Delivery

Level: Senior

Change and Delivery Grade 9

Typical Roles: Senior Agile Delivery Management, Domain Delivery Management, Senior Business
Analysis, Seni

14
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Change
and Delivery

Career Case Studies

Hazel Crompton
Portfolio Manager, IT Portfolio & Product Delivery

| am the Portfolio Manager
in UCL's Information
Services Division. Based in
the IT Portfolio and Product
Delivery Department, | lead
the Portfolio Management
Services Group who oversee

15






Change
and Delivery

Career Case Studies

join a new department or you encounter change,
although sometimes it is not immediately
obvious, your previous experience will be a
great asset - focus on mapping your previous
experience and skills to the new context.

| would also encourage colleagues from other
UCL departments to join ISD; IT is at the core of
most of our daily life and is a stimulating area to
work in. In particular, IT would benefit from more
female talent, both in technical and management
roles. Talented and motivated females - join us
in ISD!

In terms of what's next for me, that would be
applying for the role | am currently working on

17



Development
and Test

Job family: Development and Test




Development
and Test

Level: Developing/Skilled

Development and Test Grade 6

Typical role: IT Assistance, AV Technical Support
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Development
and Test

Level: Independent

Development and Test Grade 7
Typical Roles: Systems Administration, Web Development

Transferable
skills and
competencies

DEVELOPING RESULTS
AND SETTING CUSTOMER
EXPECTATIONS

LEARNING AND
RESEARCHING

APPLYING EXPERTISE
AND TECHNOLOGY

(See pages 52-53)

UCL Ways of Working
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Development
and Test
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Development
& Test

Career Case Studies

Sha Hussain
Head of Application Support, Development & Testing
(RP)

My name is Sha Hussain, | am  develop project management and to finally accept that
the Head of ITSO Resource
Pool. My role interacts with
many departments which
provide a great insight into
all the operational elements
needed to run such a large
university. | started out in application support, testing and
management consultancy, before moving to software
development and project management. One of the key
elements to this role is being able to juggle the various
skills in order to help deliver a project to successful
completion, this is why | value my time in a testing team
(which drills core foundations of IT into an individual)
whilst also drawing on my time spent with the NHS
working on their IT strategy and future technologies.

An understanding of the skills matrix that exists within

the department also plays a critical role in ensuring that
the right staff are allocated to the projects based on a
number of factors from those who are just starting out to
those who have indicated they wish to lead (sometimes
very complex projects).

When | first came to UCL, my primary objective was to
understand how ITSD operates and how | can add value.
When looking at different processes and procedures,

it not just about getting on-board, rather it's about
evaluating on a continual basis whether what we have is

fit for purpose or whether we need to adapt to meet the
changing and growing demands of our customers

(internal and external).

It is important to know and keep up-to-date with current
trends, laws and regulations because as IT and data
access changes, so will the laws that govern access,
retention and consequences of failure to protect data. It

is also paramount that we as UCL ensure that staff have
opportunities to develop (self-growth, technical ability

etc) and that we support their career goals, this is done
through investment in training as well as focused learning
(individual and team) objectives.

Development begins with fundamentals! Learning the
foundations of testing, development and application
support in order to build on that and act as a motivator to
increase knowledge and interact closely with business
stakeholders (requirements gathering), understand and



Service and
Operations

Job family: Service and Operations

Service and Operations is the heartbeat of IT
at UCL, ensuring the continuous running and
sustainability of all university activities that rely
on information technology systems. Ultimately
delivering defined business value and benefits
to the organisation.

The job family is made up of experienced

IT service operation professionals with
responsibility for delivering core services,
monitoring, assessing and managing underlying
technology while planning for future growth.

As well as experienced Service Management
professionals who are operations focused

and manage organisation wide processes

by coe processes

24
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Service and
Operations

Level: Developing/Skilled

Service and Operations Grade 6

Typical roles: Desktop IT and AV support, IT Services Service desk analyst

Transferable
skills and
competencies

WORKING WITH PEOPLE

26
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Service and
Operations

Career Case Studies

Mike Cox

30



Service and
Operations

Career Case Studies

Aaron Crompton
Senior IT Project Manager

My name is Aaron and | am
Senior IT Project Manager
currently working on a
number of large projects

" in Information Services
Division (ISD). | have been
with UCL for nearly 19 years
and have been in the role as
IT Project Manager since 2015.
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Service and
Operations

Career Case Studies

Jas Sahota

Head of IT, Faculty of Medical Sciences, Faculty IT & Partnering

| am the Head of IT for the Faculty of Medical
Sciences, responsible for ensuring that the IT needs
of the Faculty are met. | lead a team of nineteen
providing IT Services to our customers across the
Bloomsbury, Royal Free, Whittington and Stanmore
Campuses.

My journey at UCL started in June 2002 after
graduating from university. My first job was IT Support
Officer at the Great Ormond Street Institute of Child
Health, where | worked at the Institute for a number of
years. This role allowed me to build my skill set and map
the career path | am following today.

My first management role was a secondment to the
role of IT Service Manager for the Eastman Dental
and Ear Institutes. This secondment allowed me to
develop my management skills. | thoroughly enjoyed
and excelled in this role and was fortunate that a
permanent position arose whilst | was in the post. As a
result, in December 2013 | secured the role of IT
Service Manager for the Royal Free Campus.

In January 2018, | was seconded into the role of Head of
IT for the Faculty Population Health Sciences. The
experience and skills | gained in this secondment
helped me secure the permanent role of Head of IT for
the Faculty of Medical Sciences in November of that
year.

One of the most important factors, that has allowed
me to deliver and progress in my roles at UCL, is
the ability to build and maintain a strong network
(internal and external). The opportunity for knowledge
exchange is invaluable, both for customers and the
individual. Networking allows you to gain new insights
that you may not have otherwise thought of. Similarly,
offering helpful ideas to a contact is an excellent way
to build your reputation as an innovative thinker.

As long as you have a strong network of professional
connections, you can be confident that someone within
your sphere will be able to answer even your toughest
questions. If there’s no definitive answer, you will have
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a strong sounding board to bounce ideas off, as well
as the ability to put into action step-by-step plans to
tackle more challenging problems.

By continually putting yourself out there, meeting new
people, you are effectively stepping outside of your
comfort zone; building invaluable social skills and a
level of self-confidence that you can take with you
anywhere. The more you network, the more you will
grow and learn how to make lasting connections.

My career at UCL to date demonstrates there are
opportunities and paths to develop and progress
individual careers across the university. During my
time at UCL | have been fortunate enough to have
had supportive and encouraging managers and peers.
The development conversations | have had with my
managers identified the continuous professional
development and training needed to excel in my
current role and prepare for future roles.

My advice to others is to ensure that you are in

a position to take advantage of these. Utilise the
appraisal process to map your career path this will
identify gaps in experience and skills to build on; apply
for acting up and secondment opportunities if they align
with your career aspirations.

Do not hesitate to reach out to experienced peers.
Discussing common challenges and opportunities
opens the door to valuable suggestions and guidance.
Offering assistance to your contacts also sets a strong
foundation for receiving support in return when you
need it.

Finally, | would encourage colleagues to use the
wealth of online resources, seminars and networks
available to connect with your customer base. It

is important not to lose sight of UCL’s and your
department’s vision, this ensures that we are
adaptable to change and continually develop our skills
to support our customers.

All my roles have given me great job satisfaction and |
look forward to the next chapter.






Business Relationship
Management

Transferable
skills and
competencies

ANALYSING

PRESENTING AND

COMMUNICATING
INFORMATION

WRITING AND
REPORTING

(See pages 52-53)

Level: Independent

Business Relationship Management grade 7

Typical Roles: Senior AV Technical Support

Learning on the job
Managing mini projects; develop a
deeper understanding of the HE/
research sector.

Learning from others

Work shadowing; coaching; join

a Community of Practice (CoP);
joining external groups and mailing
lists; reading trade magazines.

34

Formal learning

Linkedin learning; courses in
writing communications for the
web, etc; presentation skills
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Business Relationship
Management

IT Service Manager, Digital Education Advice, Service Delivery Management

Transferable

Experiences
Activities and responsibilities likely to be required when working at this level

Requirements management - capturing high level business requirements and translating them in a way

that can be understood by IT; relationship management of senior stakeholders, suppliers and external
organisations, managing expectations, applying influencing and negotiation skills; shaping and surfacing

demand for services; comprehensive understanding of the entire service portfolio; responsible for the delivery of
service levels agreed with the business; insight and understanding of how services are used; ensuring

that UCL gets the best value from its investment in IT and how the value can be unlocked; ensuring excellent
customer satisfaction and perception; identifying and understanding trends from a variety of data sources to
support business decision making and strategy.
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Business Relationship
Management

Level: Senior

Business Relationship management Grade 9

Typical Roles: Head of Functional Area, Head of Faculty IT, Digital Education Advisory Leadership
Support, ARC Engagement Management

Transferable
skills and
competencies

DECIDING AND
INITIATING ACTION

LEADING AND
SUPERVISING
ENTREPRENEURIAL AND
COMMERCIAL THINKING

(See pages 52-53)
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Business Relationship
Management

Career Case Studies

Nicholas Mullis
Head of Faculty IT, UCL Institute of Education

My role is the Head of After several years of gaining valuable skillsets and
Faculty IT in the IT for UCL being a senior member of the IT team, an opportunity in
Institute of Education (UCL 2013 arose to become IT Manager for Medical

IOE) team within Information
Services Division and have
been in this role for a little
over 4 years now. | am
based within the Institute of
Education at 20 Bedford Way.

The team operates under a faculty IT & patterning
model which retains knowledgeable locally
responsive faculty-based IT teams, coupled with
centralised provision of services (often referred to as
‘commodity” or ‘utility IT’).

| started my career at UCL in 2007 as an IT co-
ordinator within a small IT team that supported the
Cancer Institute and Wolfson Institute for Biomedical
Sciences (WIBR). At the time we were a local IT team
with our own IT infrastructure and managed two data
centres.
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Information
Security

Job family: Information Security

Many of the skills used when working in information security are already cover by other job families.
If you are going to be a security architect, then you probably want to start by looking at the skills in
the “strategy and architecture” family. Likewise, if you think you might be interested in working in as
a Security Analyst then you should probably start off by reading up on the skills outlined in Delivery
and Operation.

There are a huge range of different roles within Information Security, looked at closely there are
perhaps ten different roles within the UCL security team due to differences in grade and focus of
responsibility. However, for ease of presentation we have grouped all the roles into two broad
categories Security Operations and Governance, Risk and Compliance. Some people will be firmly in
one job family and other will have a blend of skills from both families.

Security Operations

SecOps is the skills family that most people probably think of first when security comes up. These are

N
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Information
Security

Level: Independent

Information Security Grade 7

Typical Roles: Information Security Officer, Tier 2 SOC Analyst

Transferable
skills and
competencies

ANALYSING

FOLLOWING
INSTRUCTIONS
AND PROCEDURES

PRESENTING AND
COMMUNICATING
INFORMATION

40


http://www.ucl.ac.uk/human-resources/policies-advice/ways-working/

Information
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Learning & Media
Technologists

Job family: Learning and Media Technologists

Roles in Learning and Media Technology at UCL help academics and students access and make
best use of a wide range of technologies to enhance learning and support the broader student
experience. People come into this area through a wide range of routes and there is no dominant
academic background. Increasingly, however, professionals in these roles have second degrees in
education-related fields, and all are encouraged to gain Advance HE fellowship or Certified
Membership of the Association for Learning Technology.

Many learning and media technologists move into this job family from other careers - this is
perhaps unsurprising given that learning technology has really only become an established field in the
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Learning & Media
Technologists

Level: Developing/Skilled

Learning and Media Technologists Grade 6

Typical roles: Educational Media Support Officer

Transferable
skills and
competencies

PLANNING AND
ORGANISING

FOLLOWING
INSTRUCTIONS
AND PROCEDURES

WORKING WITH PEOPLE

(See
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Learning & Media
Technologists

Advisory roles; Senior Media/Learning Technologist; Learning Designer; Senior
Trainer; Digital Accessibility Specialist; Media Production Manager.

Transferable
skills and Experiences

competencies

RELATING AND
NETWORKING

FORMULATING
STRATEGIES

AND CONCEPTS

PERSUADING AND
INFLUENCING

(See pages 52-53)
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UCL Professional
Services Careers
Framework

Information Technology
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Leadership level

Indicative Grade 10
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UCL Professional
Services Careers
Framework

Information Technology

Career Case Studies

Alan Harper
Director, Faculty IT & Partnering

I've been the Director of IT
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UCL Professional
Services Careers
Framework

Information Technology

Transferable Skills

UCL uses a transferable skills and competency
framework to highlight abilities and attributes
that underpin effective performance. This
approach supports a flexible and inclusive
professional approach to career planning.
Considering transferable skills can be a starting
point in identifying opportunities for job mobility,
and in supporting you to recognise and build

on your personal strengths. Individuals can
develop and refine these transferable skills
through working experience and through

learning interventions as part of their Personal
and Professional Development.

UCL uses the Universal Competency
Framework (UCF) to discuss transferable skills.
The UCF has been developed for use across
different sectors, professions and countries (see
Bartram, D. 2002).

Reference

Bartram, D., 2006. The SHL universal competency
framework. Surrey, UK: SHL White Paper.
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DECIDING AND
INITIATING ACTION

Making decisions. Taking responsibility.
Acting with Confidence. Acting on

own initiative. Taking action. Taking
calculated risks.

RELATING AND NETWORKING

Building rapport. Networking. Relating
across levels. Managing conflict.
Using humour.

APPLYING EXPERTISE
AND TECHNOLOGY

Applying technical expertise.
Building technical expertise. Sharing




LEADING AND SUPERVISING

Providing direction and co-ordinating
action. Supervising and monitoring
behaviour. Coaching. Delegating.
Empowering staff. Motivating others.
Developing staff. Identifying and
recruiting talent.

PERSUADING AND
INFLUENCING

Making an impact. Shaping
conversations. Appealing to emotions.
Promoting ideas. Negotiating and
gaining agreement. Dealing with
political issues.

ANALYSING

Analysing and evaluating information.
Testing assumptions and investigating.
Producing solutions. Making
judgements. Demonstrating systems
thinking.

PLANNING AND ORGANISING

Setting objectives. Planning. Managing
time. Managing resources. Monitoring
progress.

COPING WITH PRESSURE
AND SETBACKS

Coping with pressures. Showing
emotional self-control. Balancing work and
personal life. Maintaining a positive
outlook. Handling criticism.

WORKING WITH PEOPLE

Understanding others. Adapting to the
team. Building team spirit. Recognising
and rewarding contributions. Listening.
Consulting others. Communicating
proactively. Showing tolerance and
consideration. Showing empathy.
Supporting others. Caring for others.
Developing and communicating self-
knowledge and insight.

PRESENTING AND
COMMUNICATING INFORMATION







Descriptors for UCL Ways of Working

Commitment

Outstanding Service

Integrity

Communication

Collaboration

Shared Learning

Vision

Innovative Practice

PERSONAL EXCELLENCE

We are persistent in our shared commitment to our goals, our 2034
mission, and to taking care of ourselves, our students and each other.

We take pride in delivering a positive and proactive service to our
colleagues and communities, striving for high quality outcomes and
smarter ways of working.

We insist on honesty, inclusion and respect for each other in line with
UCL'’s core values, recognising excellence in different forms. We take
full accountability for our actions and leading by positive example.

WORKING TOGETHER

We communicate with intention and clarity, building strong relationships
- listening and responding with fairness and compassion.

We work creatively in empowered cross-functional teams and partnerships,
where we build trust and recognise each other’s contributions.

We create learning-focused working environments, where we ask
challenging questions, encourage respectful inquiry, seek continuous
improvement and development, and value constructive feedback.

ACHIEVING OUR MISSION

We know why our work is important to our 2034 mission, and we
respond to the ‘bigger picture’, drawing out opportunities through
being ambitious, united and forward-thinking.

We review our practices and innovate where necessary to use our
resources effectively, to achieve our aims and support our mission
into 2034 and beyond.

We understand our responsibilities for delivering timely and effective

Ownership outcomes, which we achieve through decisive, clear strategies, and
well-communicated, consultative plans.
Transferable Skills and UCL Ways of Working To find detailed indicators and

are crucial to recruiting and retaining talented

staff. They can be used:

« By individuals and managers at UCL to
consider and discuss meaningful personal
and professional development.

* By managers to who are making hiring or
progression decisions to thoroughly explore
HOW people work as well as WHAT they do.
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